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List of Hardware, software and cyber forensic tools for Project of “Cyber Hi –Tech Crime Investigation and Training”

	Sr No
	Eqpt/Tool
	Requirements (Features/Specifications)
	Qty

	1


	Hardware based  Imaging  Tool
	Internationally accepted procedures will have to be adhered to while collecting electronic evidence from a suspect machine.  As per the accepted principles of electronic evidence, Analysis cannot be carried out on original evidence, but on a forensic image of original evidence.  There are software as well as hardware based imaging tools.  As hardware based imaging tools are much faster (nearly 15 times) than software based imaging tools, hardware imaging tools are preferred.
	

	
	Field Data Acquisition Kit with MD5 Authentication

Proposed tool
	-It should be portable field kit for disk imaging without use of computer.
-It should support all Operating Systems

-It should support for Laptop imaging

-It should support direct disk imaging through IDE cables for both normal and laptop hard disk drives.

-Disk to Disk imaging should have speeds  5.5 GB /min or higher

-Device should support imaging to “dd” (Disk Duplication) format

-It should have capability to calculate MD5 hash of all connected drives.

-It should support imaging of the following media in disk to disk mode: -ATA/PATA/Laptop -SATA


	

	
	Voom Hardcopy-II Imaging Device / Forensic Dossier or equivalent branded tool / device
	05

	2


	Tools for Image Analysis, Password Recovery, Relationship Analysis, Registry Examination, Mobile phone analysis etc
	As per the internationally accepted procedures, the results of analysis must not only be repeatable but also be reached within similar conclusion using equivalent tools.  It is thus apparent that there must be more than one analysis tool for undertaking examination of suspect media. 
	

	
	Integrated Software Toolkit for Complete Media Analysis 


	-The toolkit should be completely integrated and easy to use with Imaging and Analysis Tools, Password Recovery Tools, Registry Viewer Tools, Disk Sterilisation / Wiping Tools, 

Distributed Network Attack Tool for 100 clients 

-It Should have built in Known File Filter with capability to filter out Known System Files and ability to show alerts for known illegal files. 

-It should have ability to completely index the hard drive under investigation so that it can carry out instant keyword searches. 

-It should generate audit logs and case reports. 

-It Should support all Image file formats such as E01, DD, SMART, Snapback & Safe back 
-It should include hash data sets from international NIST and Hashkeeper. 

-It should be able to access and decrypt protected registry storage 

-It should allow the use of multiple computers in a Distributed attack to increase the speed of password cracking capability.


	

	
	Proposed tools (Latest versions)
	

	
	(i)    Access Data Forensic Toolkit ( 1 x  Educational Pack of 10 Educational pack )
	01 (Educational Pack of 10 Kits)

	
	(ii)   Access Data Ultimate Toolkit  
	01

	
	(iii)  Cyber Check Latest Edition 
	01

	
	(iv)  Xways Forensic suit with winhex  licence  
	21

	
	(v)   File Viewer - Quickview Plus  
	21

	
	(vi)  Graphic Viewers - Thumb Plus/Irfanview 
	21

	
	(vii) Compressor/decompressor - Winzip/Winrar 
	21

	
	(viii) Screen Capture - Snagit   
	21

	
	(ix)   Offline Web browser - Webcopie  
	21

	
	(x)  Internet History Viewer - Netanalysis   
	01

	
	(xi) Norton Disk Editor 
	21

	
	(xii) Vmware workstations  
	21

	3


	Steganography detection & Analysis tool

Proposed Tool
	-Software Suite for handling messages and text embedded inside Images and Music files 
-Should be able to analyse files to determine if they have suspicious data within them -Should permit detection of the algorithm used to do this. 
-Should permit further analysis of suspect stego images to determine probability and eliminate false positives. 
-Should support cracking of select stego algorithms.
	

	
	Stego suite or equivalent branded tools
	03

	4


	Relation Ship Analysis and Data-mining Software 

Proposed Tools
	-Should be able to create relationship charts and establish relationships between apparently unconnected people
-Should be able to analyze CDR (Call Data Records) provided by Indian telecom companies such as Hutch, Airtel, BSNL, MTNL etc. 
Should be able to import and analyze Bank transactions, money laundering transactions, insurance related activities, terrorist related activities and any other very large masses of data
	

	
	I2 Analyst Notebook  
	01

	
	Mineset
	
	01

	5


	Password Recovery  Software and Tools

Proposed Tools
	Rainbow Tables in suitable hardware storage media for
MS Office Applications

Adobe PDF applications and

Windows Applications

Inclusive of 9 TB Hardware
	

	
	(i)  9 TB Rainbow Table including Storage and linking hardware or equivalent branded tool / device
	01

	
	(ii)   Portable Rainbow Table including storage and linking hardware or equivalent branded tool / device
	01

	6
	Cellular and PDA Forensic Analysis

Proposed Tool
	The tool should
- maximum possible operating systems

-  have cables to connect to maximum types of mobile phone

- be able to retrieve deleted data from contact list, SMS, call details e-mail messages, images and videos etc
	

	
	Paraben / SIMIS / CellDekTek with associated  Hardware & Software kit or equivalent branded tool / device
	02

	High End Server, Workstations & other Hardware Devices for forensic preview etc
	The computer systems and the associated hardware including Tableau write blocking devices are required to be of high performance to meet the requirements of high speed, reliable and accurate operations.  These devices are required to be of best configuration in order to avoid any compatibility problems.  
	

	7


	Server Machine  for Distributed computing

Proposed Tool
	-8/16 GB RAM -Core 2 Duo or Core2 Quad processor or higher -6 USB Ports, 2 firewire ports -80 GB HDD x1 – OS HDD 
-250 GB HDD x 2 (all HDD in removable bays).

-External Tableau Write Protect Hardware for: -SCSI Disks -IDE/PATA/Laptop -SATA Disks 

-17” TFT Colour Monitor. -1.44 FDD 

-DVD writer 

-Lan card 10/100/1000 -Keyboard and mouse.
 -One Windows Server 2008
-One Linux Server Edition
	

	
	(i)   Forensic Password Cracking and Imaging Server (Branded)
	02

	8


	Forensic Work Stations 

Proposed Tools
	-Core 2 Duo Processor -4 GB RAM 
-250 GB x 1 HDD , 80 GB x 1 HDD

-Additional Swappable bay , -1.44 FDD - (DVD Writer)
-4 USB Ports with at least two in the front.

-Internal Tableau Write Protect Hardware for: -IDE/PATA/Laptop/SATA Disks. 

-External Tableau Write Protect Hardware for: -SCSI Disks, USB Pen Drives/ iPods/ MP3players etc.

-17” TFT colour monitor -Sound Card with amplified speakers -Video graphic card with 64 MB on board RAM or better -Keyboard and mouse.

 -Lan card 10/100/1000 -Network with switch & cabling for complete network (or Wifi LAN cards with Access Points)
-Windows XP Professional & Linux operating System latest version (Dual Boot)
	

	
	(i)   Forensic Workstations -for CBI Academy (Branded)
	20

	
	(ii)  Forensic High end Laptops for Trainers (Branded)
	05

	9


	Media Wiping Device

Proposed Tool
	-Drive Wiping hardware device -Should be able to wipe upto 2 disks at a time 
-Should support US DoD and US NAVSO Wiping standards 

-Should work at speeds of 5.5 GB/min or higher

-Should support IDE, SATA  and SCSI Interfaces
	

	
	Drive Wiper   / Omniwipe or equivalent branded tool
	03

	10
	Hard Disk  for Imaging  - ATA, SATA, SCSI 
and Laptop models
	3 sets of 30 IDE (80 GB or less), SATA (80 GB or less) and SCSI (40 GB or less)  hard disk drives (30 - 21 = 9 spare) for hands-on training in imaging and restoring.


	90

	11
	UPS 
	5 KVA online UPS with 30 minutes  backup
	03

	Field Evidence Acquisition and Analysis Kits
	The investigators are required to be provided hands on training on collection of evidences at field conditions.  Thus they are required to be made conversant with use of all-in-one mobile field acquisition kit.
	

	12


	Field Forensic Devices

Proposed Tool
	For the investigators in the field "to or not to seize" is always a difficult proposition, unless provided with sufficient inputs.  The lab-in-bag devices can be used to forensically preview to take a decision whether or not to seize a machine in question. Has the capability to image and carryout image analysis in the field if required.  Tools include FTK, Imager, Password Recovery Kit, Registry viewer, SIM analysis kit, write protecting device, Tableau disk monitor tool, SIM card Reader
Tableau bridges for different types of hard disks, Multi card reader, external hard drives, Converters for hard disks with 50, 68 and 80 pins converters for laptop hard disks.
	

	
	Lab-in-Bag / Portable Forensic Lab or equivalent branded forensic field devices 
	11

	13
	In Situ Examination Hardware device
	-Sophisticated hardware device that can be connected  between the computer mother board and the suspect hard disk and allows booting up of the system in a forensically accepted manner without modification of hard drive contents

-Should support both SATA and IDE
	

	
	Shadow hardware devices 
	11

	14
	Live system Imaging Kit
	-Should support imaging of server over network 
-Should support imaging of server RAM 
-Should support imaging of server to locally attached Hard disk 
-Should support imaging of server to External Hard drives attached to USB ports 
-Should support Hardware RAIDs, including RAID 5 
-Should support software RAIDs, including RAID 5

Hardware storage capacity 1 TB or higher
	

	
	Live Server Imaging Kit  
	05

	15
	Deleted
	As the items were either not available or available free of cost, downloadable from internet. 
	

	16
	AV System
	Multimedia Projector with motorized screen (Sony / Sanyo / NEC)
(XGA (1024 x 768 ) 4000 Lumens with remote control, Ceiling mount)
Class Room audio system (Bosch / Shure), Multimedia presenter
	01 each

	17
	Flat Panel Display
	Flat panel LCD/TFT displays 

19” inches
	03

	18
	Miscellaneous and Incidental expenses
	
	

	On-site Support for Software and Hardware 
	

	20
	On-site Support
	For hardware and software
	
	

	Optional Items
	

	21
	Licenses of Encase (Forensic Version) latest version – for providing training in imaging and image analysis 
	05

	22
	Pan, Tilt and Zoom control cameras with camera controller and digital video recording device   – for class room monitoring
	03


2

